
TO:               All Legislators 
  
FROM:         Representative Shannon Zimmerman 
  
DATE:          January 29th, 2020 
  
RE:                Co-sponsorship of LRBs 4120, 4122, and 4121, the Wisconsin Data Privacy Act 
SHORT Deadline:     Thursday, February 6th, 2020 
  

 
  
The Wisconsin Data Privacy Act (WDPA) is based off of a simple idea: Your data is your 

property. With advances in technology, we have arrived at the ‘global village’, where privacy as 

a concept is rapidly disappearing, replaced instead with a society where our most personal 

information is available to every ‘town gossip’ across the planet. 
  
The examples are legion, with virus protection software collecting and selling your personal 

data,  apps being released to profile any stranger based on their face, your location tracking 

revealing intimate life details, unsavory browser extensions collecting sensitive health data, 

your social media feed being manipulated to affect your mood, companies collecting massive 

data troves on children, and much more. 
  
This is where the WDPA comes in. These three bills will fundamentally reset consumer 

relationships with companies, which right now can collect, manipulate, and use your 

personal data almost without restriction. The WDPA is based off of the European General 

Data Protection Regulation (GDPR), which is considered the gold standard among privacy 

advocates. Adoption of these bills would not only make Wisconsin the most consumer-friendly 

state in our nation on data privacy, but will provide a model for our federal government to take 

action. 
  
These bills were based off of the GDPR not only because it is considered the gold standard 

among many privacy advocates, but it is also a model US companies already comply with if they 

do business in Europe. Having a consistent standard is incredibly important for both ease of 

compliance and enforcement. 
  
Common Provisions 
The WDPA consists of three separate, but interrelated bills, LRBs 4120/1, 4122/1, and 4121/1. 

Due to this, many provisions are very similar across the bills. The specifics of each bill are found 

below, but the following is common to all three: 
  
Same Definitions 
Consumer: means any person in Wisconsin 
Controller: the individual who is responsible for the consumer’s data. The 

definition excludes law enforcement, and federal, state, and local government individuals 
  

https://www.vice.com/en_us/article/qjdkq7/avast-antivirus-sells-user-browsing-data-investigation
https://www.vice.com/en_us/article/qjdkq7/avast-antivirus-sells-user-browsing-data-investigation
https://www.popularmechanics.com/technology/security/a30613488/clearview-ai-app/
https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
https://arstechnica.com/information-technology/2019/07/dataspii-inside-the-debacle-that-dished-private-data-from-apple-tesla-blue-origin-and-4m-people/
https://www.theatlantic.com/technology/archive/2014/06/even-the-editor-of-facebooks-mood-study-thought-it-was-creepy/373649/
https://www.vox.com/the-goods/2018/12/5/18128066/children-data-surveillance-amazon-facebook-google-apple
https://www.vox.com/the-goods/2018/12/5/18128066/children-data-surveillance-amazon-facebook-google-apple


Personal data: any information relating directly to the consumer, but excludes publicly available 

information 
Process: anything done with data, including to sell, organize, alter, combine, publish, or 

otherwise 
What the Bills DO NOT Apply To 
  
The three bills exempt much of the same information, such as: 
  

•                   Data collected for purely personal or household activity 

•                   Information used for journalistic purposes 

•                   Information used for literary or artistic purposes 

•                   Information already covered by federal privacy laws, including in the 

areas of health, finances, patient safety work, credit reporting, driver information, 

and more.  

  
Publicly available information is also excluded, as well as law enforcement or governmental 

information (at the federal, state, or local level). 
  
Penalties 

  
These penalties are adapted right from the GDPR which, again, is already in effect for any 

company doing business in Europe. In addition, only the Attorney General, an elected position, 

can enforce these provisions. The stiff penalties are needed to give the bills teeth, otherwise the 

practical effect would exclude major companies who can absorb the penalties as a cost of doing 

business. 
  

LRB 4120/1: Know Your Data 
  
LRB 4120/1 allows a consumer (“individual”) to request reports explaining: 

• What data a controller (“company”) is collecting on the individual; 

• When the company is collecting it; 

• How the company is using it 

• Who the company is giving the personal data (“data”) to; and 

• How long the company will retain the data. 

This bill establishes a process for how individuals can request their data, including requiring 

companies to clearly publicize who an individual should contact and certain information 

associated with an individual’s data.  
  



If the company did not originally collect the individual’s data, they must notify the individual 

they have it within one month of obtaining.  
  
The report must be provided for free within one month (with a possible extension to three 

months) in electronic format, unless otherwise requested. If an individual’s request is manifestly 

unfounded or excessive (including by being repetitive), company may then charge a reasonable 

fee based on administrative costs, or refuse to act. The company bears burden of demonstrating 

that the request is unfounded. 
  
Companies are not required to re-identify data (meaning to combine information together to 

identify someone) that does not identify the consumer, or retain data they wouldn’t otherwise 

retain. 
  
Data Breaches 
Companies are required to notify the Wisconsin Department of Justice (DOJ) within 30 days if 

they become aware of a data breach. If the breach is likely to result in a high risk to consumers, 

the company must notify the consumers whose personal data is involved in the breach, 

describing in clear and plain language nature of the breach. In limited circumstances, a company 

is not required to notify the DOJ or an individual, such as if steps are taken to mitigate the breach 

or the breach is unlikely to result in a risk to the rights and freedoms of individuals. 
   
Penalties 
Companies who intentionally violate the data breach requirements are subject to a fine of 

$10,000,000 or up to 2 percent of total annual revenue, whichever is greater. 
  
Companies who intentionally violate the bill’s requirements related to providing copies of 

consumer’s personal data, may be fined $20,000,000, or up to 4 percent of total annual revenue, 

whichever is greater. 
  
For additional details, please see the LRB Analysis and language, attached to this email. 

LRB 4122/1: Preventing the Sale and Use of Your Data 
  
Under LRB 4122, an individuals must provide affirmative consent before a company can use 

their data, and allows individuals to request that companies stop use and sale of their data. 
  
Authorization Required 
  
Before a company can use an individual’s data in any way, it must receive consent from the 

individual or the individual’s guardian if the person is under 16 years old. Consent must be 

freely given, specific, informed, and unambiguous. An individual can withdraw consent at any 

time. 
  
Individuals must be able to withdraw consent as easily as they give it, meaning companies 

can’t simply make withdrawing consent overly difficult. Consent for data use must be clearly 

separate from other agreements (e.g. not part of a long and complex “User Agreement” page). 
  



A company cannot require the collection and use of data as a condition for using their 

service, unless use of the individual’s data is necessary for the use of the service.  
  
  
Sensitive Data Categories Barred From Processing 
LRB 4122 does not allow (with exceptions) companies to process the following specially 

protected categories of data: 

•                   Racial, ethnic, political, religious or philosophical beliefs 

•                   Genetic data concerning health, or information on sex life or orientation 

•                   Biometric data (e.g. fingerprints), if used to uniquely identify the consumer 

    
Controllers may process sensitive data for the following reasons: 
  

•                   Processing is conducted for a purpose the consumer explicitly consents to; 

•                   If it is necessary to comply with a legal obligation or required by legal 

proceedings or a court; 

•                   The consumer is incapable of giving consent and processing is necessary to 

protect the vital interests of someone; 

•                   Processing is conducted by a nonprofit having political, philosophical, or 

religious purposes of members’ or those closely associated with the organization data, 

and the data must not be disclosed outside the organization. 

•                   If the individual makes the data public; 

•                   If the data is necessary for reasons of substantial public interest; 

•                   If the data is needed to treat a medical emergency, or is necessary to protect 

against serious threats to public health or for ensuring the safety of medical products, 

it can be processed by a professional subject to governmental privacy laws; 

•                   If processing necessary for historic or scientific purposes. 

  
Request to Stop Processing 
  
After receiving a request to stop processing, a company may not use an individual’s data, with 

limited exception, but may continue to store an individual’s data for limited, specific reasons. 
  



A company is also required to notify every entity the company has shared data with to stop 

processing, unless notification is unreasonable. 
Companies may still process data after a request to cease for the following reasons: 

•                   Consumer re-consents to processing 

•                   The data will be used for a legal claim 

•                   To protect the rights of others 

•                   For public interest reasons under state, federal, and local law 

  
Data Usage Records 
Under the bill, companies are required to record the activities for which data is used. The 

below is an example from the United Kingdom’s Information Commissioner’s Office (see a 

written explanation here): 
  
 
  
Data usage records shall include: 

•                   The company’s name and contact information 

•                   Purpose of processing 

•                   Categories of data involved 

•                   Categories of individuals involved in processing 

•                   Documentation of consent 

•                   Name and contact information of who any data is disclosed to 

A processor’s (someone processing data on a company’s behalf) records shall also include: 

•                   The processor’s name and contact information, along with the 

company information they are working on behalf of 

•                   Categories of processing conducted on behalf of each company 

Processors must make these records available to DOJ on request. 
   
Penalties 
  
The attorney general may investigate violations of the bill. 
  

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/


Companies who intentionally violate the record keeping requirements are subject to a fine of 

$10,000,000 or up to 2 percent of total annual revenue, whichever is greater. 
  
Companies who intentionally violate the bill’s requirements related to processing the consumer’s 

personal data, may be fined $20,000,000, or up to 4 percent of total annual revenue, whichever is 

greater. 
  
For additional details, please see the LRB Analysis and language, attached to this email. 
  
  

LRB 4121: Delete Your Data 
  
LRB 4121 requires companies to delete an individual’s data if requested.  
  
Deletion Request 
  
Upon receiving a deletion request, a company shall delete the personal data relating to the 

consumer if any of the following applies: 
  

•                   It is no longer necessary for the company to use the date for the 

purpose it was collected 

•                   The data is used for direct marketing purposes 

•                   The data has been illegally processed 

•                   Deleting the data is necessary to comply with a legal obligation 

The company shall also take reasonable steps to notify other entities they have shared data with 

that an individual has requested their data, and any links to the data, be deleted. Third parties are 

also required to delete the data. Deletion should occur within one month, but a company has up 

to three months to fulfill a deletion request if certain conditions are met. 
Political, philosophical, or religious nonprofit organizations do not have to delete data if: 

•                   They are only using the data on current or former members, or people 

who are closely associated with the organization; and/or 

•                   The data will not be processed outside the organization 

  
Penalties 
The attorney general may investigate violations of the bill. 
  
Companies who violate the bill’s requirements related to deleting the consumer’s personal data, 

may be fined $20,000,000, or up to 4 percent of total annual revenue, whichever is greater. 
  



A court may not impose the same action more than one fine on a controller unless the additional 

fine involves different activities. 
  
For additional details, please see the LRB Analysis and language, attached to this email. 
  
 


